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Agenda
SAFE CA Infrastructure
Cross Bridge Infrastructure
Certificate Provisioning Process
TA Certificate Provisioning Process
SAFE Implementations
Digital Signatures
Identity Management
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SAFE PKI 
Infrastructure
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TA Provisioning Process
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SAFE Member Implementations

Pfizer:
– eLab Notebooks
– Regulatory submissions

AstraZeneca:
– 150+ regulatory submissions via 

FDA’s ESG: 2252, 1571, 356h 
and eCTD

GSK:
– eCTD submissions

Merck
– Product sampling for physicians

J&J:
– All J&J digital signatures are 

SAFE signatures
– Electronic Master File
– Regulatory submissions

P&G:
– Enterprise digital signature 
– 4,500 eLab Notebooks
– ePurchasing
– eHR – forms
– ePatent Filings

BMS:
– External partner authentication - 

Pilot
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SAFE Signature
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Validating a SAFE Signature

Just Click 
On it ...

Validation: Confirms Integrity 
of Signed Document & Validity 
of Signer’s Digital Certificate
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I&AM is not technology!

Identity Management

Who is allowed in?

Who and what is 
performing the 
transaction?

The transactional record must 
support and be compliant with 

applicable Global legal and 
regulatory requirements

I&AM services should be designed to ensure that all business transactions 
contain and convey the appropriate evidence relative to:

Binding/Acceptance 

Evidence

When did the transaction occur 
How was the user bound to the transaction

What can they Access/Do

Access Management

What was accessed what 
happened?
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Signature & Identity Management Landscape

eLab Notebooks (IP Protection) Electronic Data Capture

eLabling eArchiving

Grant Management Code Signing

Site Study Initiation Packages (1572) Contracts/Grant Signatures

Electronic Submissions (eCTD) SOP approvals

Quality Documentation Approvals Expense Reporting

Adverse Event and Safety Reporting Human Resources (payroll, benefits)

Informed Consent Forms Software Licensing Agreements

ePrescribing Patient Compliance

eSampling Investigator/Patient Portals

eDetailing Key Opinion Leader (KOL) Management

Vaccines Ordering Financial Reporting

Press Releases/PR approvals Patents and Grants

Discovery Preclinical Clinical Supply Delivery

Operational Support (HR, IT, Finance)
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Questions?

Cindy.Cullen@Safe-BioPharma.org
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