
SAFE HARBOR  
 
SAFE-BioPharma Association is certified compliant with the US Department of 
Commerce and European Union Safe Harbor requirements for the protection of 
personal data. SAFE-BioPharma’s privacy policy complies with the EU’s Safe 
Harbor Principles. Safe Harbor Certification recognizes that SAFE-BioPharma’s 
privacy and data security policies provide "adequate protection" for personal data 
from its European clients as required by the European Union's Data Protection 
Directive. It also enables SAFE-BioPharma to transfer personal data outside the 
E.U., expediting the flow of information between European clients and the United 
States.
 
 
 
See additional information on following pages.



 
 
 
SAFE-BioPharma RAS Privacy Policy 
 
 
This statement discloses the privacy practices for the SAFE-BioPharma Association (“SAFE-
BioPharma”) Registration Authority System (“RAS”) web site and describes: 
 

• what personally identifiable information is collected; 
• what organization is collecting the information; 
• how the information is used 
• how the information is disclosed to third parties; 
• what choices are available to you regarding collection, use and distribution of the 

information; 
• how to correct, update or delete personally identifiable information;  
• how you can register complaints or file a dispute; 
• what kind of security procedures are in place to protect the loss, misuse or alteration of 

information under the company’s control; and 
• our compliance with the EU  privacy principles using EC approved Standard Contractual 

Clauses for the Protection of PII as defined in EC Decision 2001_497_EC. 
 
Definitions 
A “Certification Authority” is trustworthy institution that certifies public keys, i. e. issues 
certificates.  Chosen Security TC TrustCenter and Trans Sped are examples of a CA. 
“Personally identifiable information” is information that would allow someone to identify or 
contact you, including, for example, your full name, address, telephone number or email address. 
A “Registration Authority” is an entity that is responsible for identification and authentication 
of certificate subjects, but that does not sign or issue certificates, i. e., an RA is delegated certain 
tasks on behalf of a CA. 
An “Identity Provider/Credential Service Provider (IdP/CSP)” is a legal entity that contracts 
with the SAFE-BioPharma Association to follow the SAFE-BioPharma Standard to ensure the 
issuance and life cycle maintenance of a verified identity credential that meets the requirements 
of this document. Issuers may offer PKI and/or non-PKI identity credentials. 
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Your “Role” may be any of the following: Applicant, System Administrator; Registration Agent; 
Trusted Agent; Subscriber, Notary; Requestor; or Approver. 
 
 
This Privacy Policy is incorporated into and subject to the agreement(s) applicable to you in your 
Role(s) within the SAFE-BioPharma RAS (the “Subscriber Agreement(s)”) and you agree to be 
bound by the terms and conditions of any such Subscriber Agreement.  This policy only 
addresses our activities from our servers.  Other sites (including those that we link to and third 
party sites or services with whom we partner to provide our products and/or services) may have 
their own policies, which we do not control, and thus are not addressed by this policy. However, 
any IdP/CSP that is certified by or cross-certified with the SAFE-BioPharma Trust Framework 
or the SAFE-BioPharma Bridge Certification Authority is obligated to operate under a privacy 
policy that complies with this privacy policy. 
 
SAFE-BioPharma complies with the U.S.-EU Safe Harbor Framework and the U.S.-Swiss Safe 
Harbor Framework as set forth by the U.S. Department of Commerce regarding the collection, 
use, and retention of personal information from European Union member countries and 
Switzerland.  SAFE-BioPharma has certified that it adheres to the Safe Harbor Privacy Principles 
of notice, choice, onward transfer, security, data integrity, access, and enforcement.  To learn 
more about the Safe Harbor program, and to view SAFE-BioPharma’s certification, please visit 
http://www.export.gov/safeharbor/ 
 
 
(1)  What Personally Identifiable Information Is Collected. 
You may be required to provide certain personal information to us when you: (a) apply for our 
products or services; (b) communicate with us by sending email messages, submitting data via 
online forms or via any other method; or (c) sign up to receive newsletters or other 
announcements about our products or services.  Although you are required to provide 
information that may include your bank or credit card account numbers, social security number, 
passport number, driver’s license number, or other similar identification numbers during the 
application process for digital credentials, that data is collected for the sole purpose of verifying 
your identity and will not be shared (unless otherwise permitted by this agreement) with any 
third party unless they are directly involved in: (i) processing or verifying such information; (ii) 
providing services on your behalf; or (iii) issuing digital credentials to you.  We may also receive 
personal information from your employer as well as from partners, subsidiaries, or third parties 
that assist us in providing and/or maintaining our products and services.  Furthermore, in the 
event of a complaint or inquiry regarding your use of our services, we may receive personally 
identifiable information about you from third parties who may communicate information to us 
about you in relation to that complaint or inquiry. 
 
(2)  What Organization Is Collecting the Information.   
Although the RAS web site is operated by a third party service provider, it is owned by SAFE-
BioPharma.  Any data collected on the RAS web site is maintained on SAFE-BioPharma’s 
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behalf for SAFE-BioPharma’s exclusive use in accordance with the terms of this Privacy Policy.  
Our mailing address is 1 Bridge Plaza, Suite 275, Fort Lee, NJ 07024, our telephone number is 
1-800-555-SAFE-BioPharma, and our customer service email address is support@safe-
biopharma.org.  As noted in Section 1 of this document, your personal information may be 
collected by third parties and provided to SAFE-BioPharma to facilitate the enrollment process.   
To the extent that your information is aggregated by or otherwise forwarded to SAFE-
BioPharma by a third party, that organization’s privacy policy shall govern its use of your data.  
Our servers automatically collect information about which sites users visit and which pages are 
viewed within the RAS web site, but in these instances, we do not obtain personally identifiable 
information about you.  We may use a feature of your browser called a “cookie” to assign a User 
ID that automatically identifies your computer when you visit the site.  Cookies are small pieces 
of information stored on your hard drive, not on our site.  Cookies used on our site will not 
contain any additional personal information and will make your use of our products and services 
more convenient.  You are always free to decline our cookies if your browser permits, but some 
parts of our site may not work properly if you do. 
 
(3)  How Your Information Is Used  
The purpose of creating and verifying digital credentials is to establish a system by which 
recipients of communications (e.g., authentication events, digital signatures) created using those 
credentials can verify the identity of the initiating party.  In order to ensure that the SAFE-
BioPharma RAS functions as intended, we will publish, to your digital credential, some of your 
personal information, which may include: your e-mail address, your name, the name of your 
organization, specific information requested by a relying party (e.g., your role in your 
organization, medical license data), if a PKI credential, your Public Key, the serial number on 
your credentials, the status of your credentials, and/or the date your credentials expire. 
 
To correctly create your PKI credential certain information, your name and your company e-mail  
address must be transferred to and used by the certification authority - Chosen Security in 
Hamburg, Germany and Trans Sped in Bucharest, Romania.  Additionally, to meet the 
requirements of Romanian law we must transfer your name, date of birth and city of birth to 
Trans Sped which is located in Bucharest, Romania and is under EC jurisdiction. 
 
 
In some cases, we use your personally identifiable information to provide information to you, 
such as to send newsletters that you have requested or to alert you to changes in our systems that 
may affect your use of our products or services.  We may also use your personal information to 
contact you (directly or through organizations with which you are affiliated) regarding the 
renewal of your credentials, or to offer additional or upgraded products or services to you. 
 
We may also use your personally identifiable data as part of identity assertions used in 
authentication events.  In these cases, ONLY the specific data required by the relying party will 
be included. 
 
 
We may also use your information on an aggregated basis to do such things as operate our site 
and enhance it to optimize the user experience. 
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 (4) How Information Is Disclosed to Third Parties.  
Your personally identifiable information will ONLY be disclosed to third parties that are directly 
involved in managing your digital identity credential.  These include Verizon Business which 
operates the RAS under contract to SAFE-BioPharma and is our delegated Registration Agent, 
the Certification Authorities (CAs) (Chosen Security and Trans Sped) and Identity Providers 
which generate your digital credentials and, for US citizens who use the on-line antecedent 
identity verification process, the third party identity verification source (Lexis Nexis).  We do not 
sell or otherwise share your email address, your name, or other personal information to mass 
marketers.  However, on particular pages where we ask for your personally identifiable 
information, we may explicitly tell you that the data we are collecting on that page will be shared 
with third parties, in which case those disclosures shall override anything to the contrary in this 
policy.  We will never share your information with a third party who does not agree to maintain 
the confidentiality of that information using reasonable security measures as required under the 
provisions of the  EU Standard Contractual Clauses  for the Protection of PII as defined in EC 
Decision 2001_497_EC, and you will be given an opportunity to opt out before your data is 
shared with a third party for any purpose that is not directly related to providing service or 
support to SAFE-BioPharma in operating the RAS. 
 
The data collected is required to verify your identity to the extent required to support issuance of 
a digital identity certificate, and as noted, is shared ONLY with contracted third parties which 
provide the services necessary, under contract, to verify your identity, and manage the life cycle 
of your digital identity certificate.  As such, SAFE-BioPharma offers each Applicant for a 
certificate the option to opt out of providing this information, during the identity verification 
process, prior to commitment of any personally identifiable information to any database. If the 
Applicant opts to voluntarily provide the requested information the data is processed as noted 
above. If you choose to opt out and not provide the information, your data is immediately deleted 
and is not retained within the RAS.  Processing for your digital identity credential ceases and the 
Approver is notified 
 
If SAFE-BioPharma sells, buys, merges with or is acquired by another entity, your personal 
information may be disclosed to that entity to the extent necessary to permit that entity to provide 
and maintain the products and services offered to you by SAFE-BioPharma.  By agreeing to our 
Subscriber Agreement, you consent to any retention and use of your personal information by 
such an entity for the purpose of ensuring the continued availability of the products and services 
that are currently offered by SAFE-BioPharma. 
 
(5)  Controlling the Collection, Use and Distribution of Your Information. 
You can control the content of your personal information by following the instructions stated 
below in Section 6. 
 
Please note that if you provide any information directly to parties who provide service to our web 
site or any other sites you encounter on the Internet (even if these sites are branded with our 
branding), different rules may apply to their use or disclosure of the personal information you 
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disclose to them.  We encourage you to investigate and ask questions before disclosing 
information to third parties. 
 
(6)  Correcting, Updating and Deleting Personal Information. 
You can request to review your personal information by contacting the SAFE-BioPharma Help 
Desk at support@safe-biopharma.org and providing your name, email address (must be  the 
same address used when you applied for your  certificate) and the information requested for 
review. Upon completion of your review, you may request update , change or deletion of 
information which does not materially affect the data required for archival in support of your 
credential. If you delete such information, it cannot be used by us or disclosed to third parties in 
the future.  Even if you delete or change some personal information in our registration database, 
it may still be stored on other databases (including those kept for archival purposes). 
 
Although you may deactivate your digital credentials by contacting us via e-mail at 
support@safe-biopharma.org, note that we do not delete records related to deactivated, revoked 
or expired credentials, and we will maintain identification and authorization information for a 
minimum of 10.5 years after your credentials have expired.  Thus, if a third party attempts to 
verify your deactivated, revoked or expired credentials in our system, that third party will be 
notified that, although your credentials were once valid, they have been deactivated, revoked or 
expired as of the relevant date. 
 
(7)  Questions, inquiries, complaints and disputes 
If you have any inquiries, questions, or complaints related to the SAFE-BioPharma RAS Privacy 
Policy, or please contact: privacy@safe-biopharma.org 
 
Questions, inquiries, complaints and disputes shall be managed as indicated below: 

A. Questions and  Inquiries 
The Global Regulatory Affairs and Compliance Department shall perform the research and 
provide a written answer to the inquiring party within five (5) workdays. 

B. Complaints 
The Global Regulatory Affairs and Compliance Department shall perform the research and 
provide a written answer to the inquiring party within five (5) workdays. 

C. Disputes 
Upon receipt of a potential dispute notification, the Global Regulatory Affairs and Compliance 
Department shall contact the International Centre for Dispute Resolution of the American 
Arbitration Association (AAA) to file a case per the appropriate ICDR rules. 
 
 
(8) Our Security Procedures. 
SAFE-BioPharma is committed to establishing and maintaining state of the art security controls 
required from Certification Authorities (CAs) and Registration Authorities (RAs) which meet 
EU, US, and other international standards We have established and maintain reasonable security 
procedures to protect the confidentiality, security and integrity of your personally identifiable 
information.  “Perfect security,” however, does not exist on the Internet. 
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Although your privacy is very important to us, due to the existing legal regulatory and security 
environment, we cannot fully ensure that your private communications and other personally 
identifiable information will not be disclosed to third parties.  For example, we may be forced to 
disclose information to the government or third parties under certain circumstances, or third 
parties may unlawfully intercept or access transmissions or private communications even though 
they are encrypted.  Additionally, in the unlikely event we need to investigate or resolve possible 
problems or inquiries, we can (and you authorize us to do so) disclose any information about you 
to private entities, law enforcement or other government officials as we, in our sole discretion, 
believe necessary or appropriate. 
 
(9) Compliance with US-EU Safe Harbor Privacy Principles. 
To the extent that the RAS website is used to collect, process or store personal data belonging to 
individuals located in, or employed by entities located in, the European Union (“EU Parties”), 
SAFE-BioPharma’s handling of that data adheres to the US-EU Safe Harbor Principles (“Safe 
Harbor”) under the terms of the EU Standard Clauses for the Protection of PII defined in EC 
Decision 2001_497_EC.  Although SAFE-BioPharma makes every effort to verify the accuracy 
of data submitted by RAS users, users are expected to update their personal information by 
contacting the SAFE-BioPharma Help Desk when necessary to ensure that their personal data 
is accurate, complete and current.  SAFE-BioPharma is committed to cooperating with the 
International Centre for Dispute Resolution of the American Arbitration Association to resolve 
and remedy any disputes that arise regarding data connected to individuals located in (or 
employed by entities located in) Europe. 
 
We hope this policy clarifies our procedures regarding your personal information.  We may 
amend this policy at any time by sending the amended policy to an email address that you have 
provided to us, or by posting the amended version on our home page. 


