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1. Introduction

The Signatures and Authentication For Everyone (SAFE) Standard arose from an initiative
sponsored by the Pharmaceutical Research and Manufacturers of America (PhRMA). The
SAFE- BioPharma Standard provides the framework for assured electronic identity and supports
legally binding, regulatory compliant Digital Signatures. The scope of this framework is
business-to-business and business-to-regulator transactions across the bio-pharmaceutical
community.

SAFE- BioPharma operates as a closed business system model. SAFE- BioPharma utilizes
Digital Certificates issued by Certification Authorities (CAs) meeting rules established by the
SAFE-BioPharma Association. These Issuers may be internal to a bio-pharmaceutical
company, or may be operated by a third-party provider. The intention is that these Digital
Certificates will support Digital Sighatures on documents and transactions needed to comply
with global regulatory and legal requirements. SAFE- BioPharma will also support confidentiality
of documents and transactions through the use of encryption certificates. Because SAFE-
BioPharma is to support the interoperation of Digital Certificates across these different enterprise
Public Key Infrastructures (PKIs), SAFE- BioPharma will employ a SAFE Bridge Certification
Authority (SBCA) to cross-certify with each Principal (generally, but not necessarily, the Root)
CA of each Issuer in the SAFE- BioPharma network. As required for interoperation with
government regulatory authorities, SBCA will also seek to cross-certify with Regional Bridge
Certification Authorities (RBCAS) in order to permit others who are also cross-certified with the
RBCAs to trust Digital Certificates meeting the SAFE- BioPharma Standard.

This Certificate Policy (CP) complies with the Internet Request for Comment (RFC) 3647 [RFC
3647]. For purposes of this SAFE CP, all terms used shall have the meanings set forth in the
SAFE-BioPharma System Documentation Glossary.

1.10verview
Assurance level, as defined by the U.S. Federal PKI taxonomy, refers to the:

e Strength of the binding between a Public Key and the individual whose Subject name is
cited in the Certificate

e Mechanisms used to control the use of the Private Key
e Security provided by the PKI itself.
The SAFE CP defines three assurance levels for use by SAFE- BioPharma participants:

1. The medium hardware assurance level for Digital Certificates issued to
Subscribers (also known as End Entities)

2. The medium software assurance level for Digital Certificates issued to
Subscribers

3. The basic assurance level for Digital Certificates issued to Subscribers

A SAFE- BioPharma Policy Approval Authority (PAA) has responsibility for directing the
development of this CP, and for approving it and any updates to it. SAFE-BioPharma has
overall responsibility for the development and operation of the SBCA.
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Any use of or reference to this CP outside the context of SAFE-accredited Issuer is completely
at the using party’s risk. An Issuer shall not assert the object identifiers (OIDs), listed in Section
1.2 of this CP, in any certificates their CAs issue, except in the policyMappings extension for
certificates issued to the SBCA, and then only upon approval by the PAA.

The terms and provisions of this CP shall be interpreted under and governed by the SAFE-
BioPharma Operating Policies.

Where this CP refers to a “CA,” that term shall be interpreted to include the SBCA, and any
Issuer CA whose PKI is cross-certified with the SBCA. Where a more specific or limited
interpretation is required (e.g., just referring to the SBCA, or to an Issuer’s Principal CA, Issuer's
root CA, or Issuer's signing CA that is neither a Principal CA nor root CA), this CP will so
indicate.

1.1.1 Certificate Policy (CP)

X.509 certificates shall contain one or more registered certificate policy OIDs in the certificate
policy extension that in turn shall be used by a Relying Party to decide whether a Certificate is
trusted for a particular purpose. The OIDs correspond to specific levels of assurance
established by a CP that should be available to Relying Parties. Certificates issued by a CA
shall assert the appropriate assurance level in the certificatePolicies extension by including
applicable OID(s).

1.1.2 Relationship between the SAFE CP & the SBCA CPS

This CP states what assurance can be placed in a Certificate issued by the SBCA or any
Issuer's CA within SAFE- BioPharma that cross-certifies with the SBCA. The SBCA Certification
Practices Statement (CPS) shall state how the SBCA meets the requirements of this CP for
certificates issued by the SBCA.

1.1.3 Relationship between the SAFE CP and the Issuer CP

The PAA has responsibility for mapping the CPs of the Issuers cross-certifying with the SBCA.
The relationship between this CP and the Issuer CP is asserted in CA certificates issued by or
to the SBCA in the policyMappings extension. This extension shall indicate that the SAFE-
BioPharma policy is equivalent to one or more policies of the Issuer. Conflicts between this CP
and an Issuer’s CP shall be resolved at the time of CP mapping for cross certification. The
Issuer shall submit one or more waivers to identify the timeframe for conflict resolution for PAA
approval.

1.1.4 Relationship between the SAFE CP and the SAFE Standard

The SAFE CP is one document within the overall SAFE- BioPharma Standard document set. In
addition to the requirements indicated in this CP, the requirements of the other documents in the
SAFE- BioPharma Standard shall also apply. Section 15 identifies which other SAFE- BioPharma
Standard documents apply to specific CP paragraphs. If conflicts arise at a later date
concerning any technical elements covered in the SAFE CP and another SAFE- BioPharma
Standard document, the SAFE CP shall take precedence.
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1.1.5 Scope

The SBCA exists to facilitate trusted electronic business activities among SAFE- BioPharma
Members, between SAFE- BioPharma Members and their partners, and between SAFE-
BioPharma Members and Regional Regulators. The term Issuer applies to any SAFE- BioPharma
Issuer permitted by the SAFE- BioPharma PAA to cross-certify its PKI with the SBCA and to
issue certificates that map to one or more of the certificate policy OIDs listed in this CP. Thus,
within the SAFE- BioPharma context, an Issuer may include a SAFE- BioPharma Member that
operates its own PKIl, or an external supplier to a SAFE- BioPharma Member that operates a PKI
and supplies Certificates as directed by the SAFE- BioPharma Member.

The scope of this CP also includes Bridge CAs with which the SBCA may cross certify.

1.1.6 Interaction with PKIs External to SAFE

The SBCA will extend interoperability to non-SAFE- BioPharma Issuers as determined by the
SAFE- BioPharma PAA and only when it is beneficial to the SAFE- BioPharma community. For
example, as required, the SBCA may choose to interoperate with the Federal Bridge CA (FBCA)
to facilitate the ability of the Food and Drug Administration (FDA) to verify Digital Signatures
associated with regulatory submissions. SBCA’s method for interoperability is cross-certification
with CAs of other domains.

1.2ldentification

There are three assurance levels expressed in this Certificate Policy. These are defined in
subsequent sections. The SBCA policy OID is registered in the Internet Assigned Numbers
Authority (IANA) Objects Registry as follows:

sbca OBJECT IDENTIFIER :={1.3.6.1.4.1.23165}
sbca-cert-policies OBJECT IDENTIFIER .= {sbca 1}
id-sbca-cert-policies-basicAssurance ::= {sbca-cert-policies 1}
id-sbca-cert-policies-mediumSoftwareAssurance | ::= {sbca-cert-policies 2}
id-sbca-cert-policies-mediumHardwareAssurance | ::= {shca-cert-policies 3}

An Issuer’s CA shall assert an OID corresponding to the appropriate assurance level in the
certificatePolicies extension of the Certificates issued to its Subscribers. To indicate
correspondence of these Issuer OIDs with the above defined SBCA policy OIDs, the SBCA's
policy OID shall be asserted in the issuerDomainPolicy field(s) and the Issuer's policy OID in the
subjectDomainPolicy field(s) of the policyMapping extension of the certificates issued by the
SBCA to the Issuer's CA. The SBCA policy OID shall also be asserted in the
subjectDomainPolicy field(s) and the Issuer's policy OID shall be asserted in the
issuerDomainPolicy field(s) of the policyMapping extension of the certificates issued by Issuer’s
CAs to the SBCA.
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SAFE- BioPharma Subscriber certificates issued at a medium hardware assurance level in
accordance with this CP shall serve the purpose of a Qualified Certificate in accordance with
Annex | and Il of the European Union (EU) Directive 1999/93/EC.

1.3 PKI Entities

The SAFE- BioPharma PKIl is defined as the SBCA and the cross-certified Issuer PKIs. Note that
this CP specifically applies to Certificates issued by the SBCA and to the operation of the

SBCA, but also contains provisions relevant to PKIs wishing to cross-certify with the SBCA,
apprising them of requirements which they must meet in order to successfully request cross-
certification.

CAs, Certificate Status Authorities (CSAs), Registration Authorities (RAs) and Trusted Agents
are also called “PKI components” in this CP, or may be referred to simply as “components.”

The following roles are relevant to the SAFE- BioPharma PKI.

1.3.1 PKI Authorities
1.3.1.1 SAFE Policy Approval Authority (PAA)

The PAA is a group of individuals chartered by the SAFE- BioPharma Standard and selected by
the SAFE-BioPharma Board of Directors. With respect to this CP, the PAA is responsible for:

e Review, maintenance, clarification, approval, and updates to this SAFE CP,
e Approval of the SBCA CPS,

¢ Review and approval of applications from SAFE- BioPharma Members and other Issuers
desiring to cross certify with the SBCA, to include determination of the CP equivalency
mapping between the applicant Issuer’'s CP and this CP,

o Approval of the contract agreement (or any amended contract agreement) between each
Issuer and SAFE-BioPharma setting forth the respective responsibilities and obligations
of both parties, and

e After an Issuer is cross certified with the SBCA, confirmation of continued conformance
of that Issuer’s PKI with SAFE- BioPharma requirements as a condition for allowing
continued cross certification with the SBCA.

1.3.1.2 SBCA Operational Authority (SBCA OA)

The SBCA Operational Authority is the Issuer that operates and maintains the SBCA on behalf
of SAFE-BioPharma and under direction from the PAA.

1.3.1.3 SBCA OA Program Manager

The Program Manager is the individual within the SBCA OA who has principal responsibility for
overseeing the proper operation of the SBCA including the SBCA repository, and selecting the
SBCA OA personnel who will have roles in operating the SBCA as set forth in this CP. The
Program Manager requires PAA approval.

1.3.1.4 SAFE Bridge Certification Authority (SBCA)

The SBCA is the CA operated by the SBCA OA and is authorized by the PAA to create, sign,
and issue Public Key Certificates to Principal CAs (see Section 1.3.1.5 for definition and
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description of Principal CAs). As operated by the SBCA OA, the SBCA is responsible for all
aspects of the issuance and management of certificates it issues including:

e Control over the registration process,

¢ The identification and authentication process,

e The Certificate generation process,

e Publication of Certificates to Issuer CAs and OCSP Responders,
e Revocation of all certificates issued,

e Publication of revocation information,

¢ Re-key of SBCA signing material,

e Establishment and maintenance of the SBCA CPS in accordance with this SAFE CP,
and

e Performance of all aspects of the SBCA services, operations and infrastructure related
to Certificates issued under this CP, in accordance with the requirements,
representations, and warranties of this CP, and in accordance with the SBCA CPS.

1.3.1.5 Issuer Principal Certification Authority (CA)

A Principal CA is a CA within a PKI that has been designated to cross certify with the SBCA.
The Principal CA may issue either end-entity Certificates, or CA certificates to other Issuer or
external party CAs, or both. Where the Issuer operates a hierarchical PKI, the Principal CA is
typically the Issuer Root CA, but may be a CA subordinate to the Root CA. Where the Issuer
operates a mesh PKiI, the Principal CA may be any CA designated by the Issuer for cross
certification with the SBCA.

It should be noted that an Issuer may request that the SBCA cross certify with more than one
CA within the Issuer; that is, an Issuer may have more than one Principal CA.

This CP also applies to CAs that are “subordinate” to the Principal CA.
1.3.1.6 Issuer Certification Authority (CA)

An Issuer CA or “subordinate CA” shall encompass any CA under the control of the Issuer that
has a Certificate issued to it by the Issuer Principal CA or any CA subordinate to the Principal
CA, whether or not the Issuer employs a hierarchical or other PKI architecture.

1.3.2 Registration Authority (RA)

The RA collects and verifies each Subscriber’s identity and information for inclusion in the
Subscriber’s certificate. The SBCA OA acts as the RA for the SBCA, and performs its function in
accordance with a CPS prepared by the SBCA OA and approved by the PAA. Issuer Principal
CAs and subordinate CAs shall designate their own RAs or delegate that functions to an
appropriate third party. The requirements for RAs in the SBCA and Issuer PKIs are set forth
elsewhere in this document.

1.3.3 Subscribers

A Subscriber is the SAFE- BioPharma User to whom or to which a Digital Certificate is issued.
SAFE- BioPharma Subscribers may include:

e SAFE- BioPharma Users of a SAFE- BioPharma Member requiring a Certificate for use in
accordance with SAFE- BioPharma operating rules.

SAFE-BioPharma Certificate Policy Page 18 of 102
Version 2.5 SAFE- BioPharma ASSOCIATION CONFIDENTIAL Date: 10-Aug-10



Version 2.5

e AnlIssuer’s Users,
e Machine subscribers.
e PKI operations personnel at the SBCA, various Principal CAs, and various CAs

Note that while CAs are sometimes considered “subscribers” in a PKI, for the purposes of this
CP, the term “Subscriber” refers only to end-entities.

1.3.4 Relying Parties

A Relying Party uses a Subscriber’s Certificate to verify the integrity of a digitally signed
message, to identify the creator of a message, to authenticate a subscriber, or to establish
confidential communications with the Subscriber.

Only those Relying Parties with an established contractual agreement with SAFE-BioPharma
are subject to that agreement’s provisions for reliance on a SAFE- BioPharma signature (that is,
a signature based on a Certificate issued by an Issuer meeting SAFE- BioPharma requirements).
Further, such Relying Party must meet requirements prescribed by the SAFE- BioPharma
Standard for signature validation.

The foregoing paragraph does not prevent other relying parties from relying on SAFE-
BioPharma PKI issued certificates; however, the SAFE- BioPharma Signature rules and
provisions do not apply to relying parties not subject to a contractual agreement with SAFE-
BioPharma.

1.3.5 Other Participants

The SBCA and Issuer CAs may require the services of other security, community, and
application authorities. If required, the applicable CPS shall identify the parties, define the
services, and designate the mechanisms used to support these services. Examples of other
participants include compliance auditors, Trusted Agents (TAs), Machine Operators, and Local
Registration Authorities (LRA).

1.35.1 Local Registration Authority (LRA)

The LRA duties are similar to the duties of the RA. LRA may service a limited population as
authorized by the RA. LRA collects and verifies each Subscriber’s identity and information for
inclusion in the Subscriber’s certificate. The requirements for LRAs in the SBCA and Issuer
PKIls are set forth in this document.

1.3.5.2 Trusted Agent (TA)

The TA collects and verifies each Subscriber’s identity in support of the Subscriber registration.
The TA shall work closely with an RA or LRA to support Subscriber registration. The
requirements for TAs in the SBCA and Issuer PKls are set forth elsewhere in this document.

1.3.5.3 Certificate Status Authority (CSA)

Server based Certificate Status Authorities (CSAs) such as Online Certificate Status Protocol
(OCSP) Responders and Simple Certificate Validation Protocol (SCVP) status providers may
provide revocation status information or full certification path validation services respectively.
The SBCA and Issuer PKIls shall make their Certificate status information available through an
OCSP responder in addition to any other mechanisms they wish to employ. The SBCA shall
also publish status information for the certificates it issues in a Certificate Revocation List (CRL)
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1.354 Machine Operator

The Machine Operator shall serve as the representative of a Machine Subscriber to an RA or
LRA in order to register the Machine Subscriber with the PKI. The requirements for Machine
Operators in the SBCA and Issuer PKIs are set forth elsewhere in this document.

1.35.5 Centralized Credential Server (CCS)

The private keys for multiple subscribers may be stored on a central credential server, or CCS,
based on either a hardware security module (HSM) interfaced to a server, or a software-
protected set of private keys in a controlled server environment. This permits these subscribers
to access their credentials from multiple workstations and locations. For the purposes of this
CP, any centralized aggregation of subscriber private keys must comply with the requirements
for a CCS as specified in this CP.

1.4 Certificate Usage

1.4.1 Appropriate Certificate Uses

The use of any Certificates issued by Issuers pursuant to a Member relationship with SAFE-
BioPharma, and corresponding contractual relationship with that SAFE- BioPharma Member, and
meeting SAFE- BioPharma requirements, shall only be as prescribed by SAFE- BioPharma and
set forth in the Agreements between SAFE- BioPharma and its Members and Issuers, along with
any separate agreements between such entities that do not conflict with the SAFE- BioPharma
requirements. Any other uses of such Certificates, while allowed, shall not be considered as
uses within the boundaries of SAFE- BioPharma and shall be solely at the risk of the Participant.
The Certificates issued by the SBCA are also subject to these requirements.

1.4.2 Prohibited Certificate Uses

No stipulation.
1.5 Policy Administration

1.5.1 Issuer Administering the Document
The SAFE- BioPharma PAA is responsible for all aspects of this CP.

1.5.2 Contact Person

Questions regarding this CP shall be directed to the Chair of the PAA, whose address can be
found on the SAFE-BioPharma website at http://www.safe-biopharma.org.

1.5.3 Person Determining CPS Suitability for the Policy

The CPS must conform to the corresponding Certificate Policy. The PAA is responsible for
approving the SBCA CPS, thereby confirming that the SBCA conforms to the SBCA CP.

Issuers must designate the person or organization responsible for approving their CPS(s) and
confirming that the CPS(s) conform to their CP(s).
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In each case, the determination of suitability shall be based on an independent compliance
analyst’s results and recommendations. The compliance analyst shall be from a firm which is
independent from the entity being audited. The compliance analyst may not be the author of the
subject CPS. The SAFE- BioPharma PAA shall determine whether a compliance analyst meets
these requirements.

1.5.4 CPS Approval Procedures

The SBCA OA shall submit the SBCA CPS and the results of a conformance analysis study to
the PAA for approval. The PAA shall accept or reject the CPS and accompanying analysis. If
rejected, the SBCA OA shall resolve the identified discrepancies and resubmit the revised CPS
to the PAA for approval. This process shall continue until the CPS is approved.

2. Publication & Repository Responsibilities

2.1Repositories

The SBCA OA shall operate repositories to support SBCA operations. Issuer CAs shall operate
repositories to support their PKI operations. Issuers shall ensure interoperability with the SBCA
repository so that Relying Parties may obtain Issuer trust path Certificates and CRLs from or
through that repository. Certificates must be accessible via HTTP. Certificates may also be
made available using LDAPv3 queries (including referrals). CRLs in an Issuer repository shall
be accessible via both HTTP and LDAP methods. HTTP only access for CRLs is acceptable if
the Issuer and its associated Member(s) agree to accept any limitation this may impose on the
use of SAFE-BioPharma Certificates for authentication purposes. Note that making CRLs of
Issuer CAs available through the SBCA repository is for the convenience of SAFE- BioPharma
Members and Issuers and is not a requirement of this CP.

2.1.1 Repository Obligations

A variety of mechanisms may be used for posting information into a repository. The repository
obligations shall include:

e X.500 Directory Server System that is also accessible through the Lightweight Directory
Access Protocol (LDAP, version 3), or Hypertext Transfer Protocol (HTTP),

¢ Availability of the information as required by the certificate information posting and
retrieval stipulations of this CP, and

e Access control mechanisms when needed to protect repository availability and
information as described in later sections.

2.2 Publication of Certification Information

2.2.1 Publication of Certificates and Certificate Status

The SBCA shall publish all CA certificates and CRLs issued by the SBCA in the SBCA
repository. The SBCA shall also publish all the certificates issued to the SBCA.

At a minimum, the Issuer repositories shall contain CA certificates issued to the Issuer PKI, CA
certificates issued by the Issuer PKI, and CRLs issued by the Issuer PKI.
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2.2.2 Publication of CA Information

The SBCA OA shall publish information concerning the SBCA necessary to support its use and
operation. This shall be made available publicly; information on how to obtain a copy of this CP
shall be posted on the SAFE-BioPharma website (see http://www.SAFE-biopharma.org). The
complete SBCA CPS shall not be publicly published; a redacted version of the CPS containing
information suitable for disclosure shall be available to SAFE- BioPharma participants from the
SBCA website.

The Issuer CP shall be made available to all SAFE- BioPharma Participants. The Issuer CP shall
identify the CP publication location. Sections of the Issuer CPS relevant to use by a Relying
Party shall also be made available to all SAFE- BioPharma Participants. The Issuer CP shall
identify the publication location for the Issuer’s redacted CPS. The PAA shall specify the
minimum required contents of a redacted CPS.

2.2.3 Interoperability

Where Subscriber Certificates, CA certificates, or CRLs are published in repositories,
standards-based schemas for directory objects and attributes shall be employed, specifically
LDAPv3, and HTTP protocols. Further requirements are set forth later in this CP.

2.3  Frequency of Publication

This CP and any subsequent changes shall be made available publicly as set forth in Section
2.2.2 within one week of approval by the PAA.

CA certificates and CRLs shall be published upon issuance.

2.4  Access Controls on Repositories

The SBCA and Issuer PKIls shall protect their repository information not intended for public
dissemination or modification. Certificates and certificate status information in the SBCA
repository shall be made available through the Internet to SAFE- BioPharma Participants and
other parties as determined by the PAA.

SAFE-BioPharma Certificate Policy Page 22 of 102
Version 2.5 SAFE- BioPharma ASSOCIATION CONFIDENTIAL Date: 10-Aug-10



Version 2.5

3. Identification & Authentication
3.1 Naming

3.1.1 Types of Names

A CA shall only generate and sign Certificates that contain a non-null subject Distinguished
Name (DN) complying with the X.500 standard. Certificates may also include other name forms
in the subject alternative name forms field. This CP does not restrict the types of names that
can be used in the subject alternative name forms field, but does require that the RFC822 e-
mail address of the Subject appear in that field. Details on this may be found in the certificate
profiles set forth later in this CP.

3.1.2 Need for Names to be Meaningful

Names used in the certificates shall identify the person or Machine User to which they are
assigned.

When DNs are used, the directory information tree shall accurately reflect organizational
structures.

When DNs are used, the common name shall observe name space uniqueness requirements.

Names shall never be misleading. This does not preclude the use of pseudonymous
Certificates as defined in Section 3.1.3.

3.1.3 Anonymity or Pseudonymity of Subscribers

A CA shall not issue anonymous certificates. A CA may issue pseudonymous certificates to
internal Subscribers to support its operations. CA certificates shall not contain anonymous or
pseudonymous identities.

DNs in end entity certificates issued by Issuer CAs may contain a pseudonym (such as a large
number) as long as name space unigqueness requirements are met.

3.1.4 Rules for Interpreting Various Name Forms

The Issuer’s CP shall specify rules for interpreting alternative name forms used. (The rules may
be simply a pointer to applicable standards.)

The SBCA as described in the Certificate Profiles in this CP shall only use Uniform Resource
Indicators (URIs) in accordance with the applicable Internet Engineering Task Force (IETF)
standards.

3.1.5 Uniqueness of Names
The PAA and Issuer PKI shall enforce name uniqueness.

The PAA shall be responsible for ensuring name uniqueness in certificates issued by the SBCA.
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3.1.6 Recognition, Authentication, & Role of Trademarks

A CA shall not knowingly use trademarks in names unless the subject has the rights to use that
name.

The PAA shall resolve any name collisions or disputes regarding SBCA-issued certificates
brought to its attention.

Issuers shall resolve any name collisions or disputes regarding Issuer Certificates brought to
their attention. Any dispute resolution shall be in accordance with the SAFE- BioPharma
Operating Policies.

3.2 Initial Identity-proofing

3.2.1 Method to Prove Possession of Private Key

In all cases where the Subscriber named in a Certificate generates its own keys, the Subject
shall be required to prove possession of the Private Key that corresponds to the Public Key in
the certificate request.

For Signing Keys, the Subscriber may use its Private Key to sign a value and provide that value
to the CA issuing the Digital Certificate. The CA shall then validate the signature using the
Subject’s Public Key.

For encryption keys, this may consist of either: (1) the Subscriber decrypting a CA-provided text;
(2) the CA performing a pair-wise consistency check (if the CA performs key escrow); or (3) the
CA obtaining conformance of pair-wise consistency check from a trusted source.

The PAA may allow other mechanisms that are at least as secure as those cited here.

In the case where a key is generated by the CA or RA either (1) directly on the party’s hardware
or software token, or (2) in a key generator that securely transfers the key to the party’s token,
then proof of possession is not required.

3.2.2 Authentication of Issuer Identity

Requests for CA certificates in the name of an organization (e.g., a SAFE- BioPharma Issuer)
shall include the organization name, address, documentation of the existence of the
organization, identity-proofing of the requesting Issuer Agent, and proof of the Agent’'s
authorization to act on behalf of the Issuer. The SBCA Operational Authority or Issuer RA shall
verify the information, the authenticity of the requesting representative and the representative’s
authorization to act in the name of the organization.

3.2.3 Identity-Proofing of Individual Identity
3.23.1 Identity-Proofing of End User Subscribers

For Basic Assurance Level: The identity may be established by in-person proofing before a
Registration Authority or Trusted Agent; or remotely verifying information provided by applicant
including ID number and account number through record checks either with the applicable
agency or institution or through credit bureaus or similar databases, and confirms that: name,
Date of Birth (DoB), address and other personal information in records are consistent with the
application and sufficient to identify a unique individual.
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Examples of data that may be verified to meet the stated ID number and account number
include: currently-valid credit card number; alien registration number; passport number;
currently valid state-issued driver’s license number or state-issued identification card number;
and social security number.

Address confirmation shall be carried out using:

e Issue credentials in a manner that confirms the address of record supplied by the
applicant; or

e Issue credentials in a manner that confirms the ability of the applicant to receive
telephone communications at a number associated with the applicant in records, while
recording the applicant’s voice.

For Basic Assurance Level: A Registration Agent (either CA, RA, LRA or TA) shall record the
information set forth below for issuance of each Certificate:

e The identity of the Registration Agent performing the identification;

e A signed declaration by the Registration Agent that he or she verified the identity of the
Subscriber. This declaration shall use the format set forth at 28 U.S.C. 1746
(declaration under penalty of perjury) or comparable format under non-US law;

e Unique ID number(s) provided by the Subscriber, or other unique ID number(s) that are
linked directly to the Subscriber, and the names of the databases from which the
number(s) were verified,

e The date and time of the verification; and

e A declaration of identity signed by the Subscriber using a handwritten signature and
performed in the presence of the person performing the identity authentication using the
format set forth at 28 U.S.C. 1746 (declaration under penalty of perjury) or comparable
procedure under local law.

For Medium Software and Medium Hardware Assurance Levels: Identity shall be
established by in-person proofing before the Registration Authority, Trusted Agent or an entity
certified by a State or National Entity as being authorized to confirm identities; information
provided shall be verified to ensure legitimacy. Credentials required are either one National
Government-issued Picture I.D., or two Non-National Government 1.D.s, one of which shall be a
photo I.D. (e.g., Drivers License).

For Medium Software and Medium Hardware Assurance Levels: A Registration Agent
(either CA, RA, LRA or TA) shall record the information set forth below for issuance of each
Certificate:

¢ The identity of the Registration Agent performing the identification;

¢ A signed declaration by the Registration Agent that he or she verified the identity of the
Subscriber. This declaration shall use the format set forth at 28 U.S.C. 1746
(declaration under penalty of perjury) or comparable format under local law;

¢ A unique identifying number(s) from the ID(s) of the Subscriber (or some other trusted
source of information on the Subscriber), or a facsimile of the ID(s);

e The date and time of the verification; and
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¢ A declaration of identity signed by the Subscriber using a handwritten signature and
performed in the presence of the person performing the identity authentication using the
format set forth at 28 U.S.C. 1746 (declaration under penalty of perjury) or comparable
procedure under local law.

For All Assurance Levels: Identity shall be established no more than 30 days before initial
certificate issuance.

For All Assurance Levels: An entity certified by a National or State Government as being
authorized to confirm identities may perform person-to-person identity-proofing on behalf of the
RA or LRA. The certified entity, TA, or the applicant shall forward the information collected
directly to the RA or LRA in a secure manner. Packages secured in a tamper-evident manner
by the certified entity satisfy this requirement; other secure methods are also acceptable. Such
identity-proofing does not relieve the RA and LRA of its responsibility to verify the presented
data. A trust relationship between the Trusted Agent and the applicant which is based on an in-
person antecedent may suffice as meeting the in-person identity proofing requirement.

[added] Clarification on the trust relationship between the Trusted Agent and the
applicant, which is based on an in-person antecedent identity proofing event can be
found in the “SBCA Supplemental Antecedent, In-Person Definition” document.

3.2.3.2 Identity-Proofing of Machine Subscribers

Machine Users (e.qg., routers, firewalls, servers, etc.) may be named as Certificate Subjects. In
such cases, the Machine Subscriber shall have a designated human representative called the
Machine Operator. The representative shall be responsible for providing the following
registration information for the Machine Subscriber:

¢ lts identification (e.g., serial number) or service name (e.g., DNS name)
e Its public keys
o How it will generate and protect its Private Key (in hardware or software)

e His or her contact information to enable the CA or RA to communicate with the
representative as required.

Acceptable methods for performing this authentication and integrity checking are:

o Verification of a digitally signed message sent from the representative (using certificates
of medium hardware assurance or greater).

¢ In person registration by the representative, with the identity of the representative
confirmed in accordance with the requirements of Section 3.2.3.1 for Medium Software
and Medium Hardware Assurance Levels.

Alternative methods for identity-proofing that provide assurance of identity that is at least as
strong as that above may also be employed. If other methods are to be employed, they shall be
documented and submitted to the PAA for approval prior to use, and shall only be utilized with
approval from the PAA.

3.2.4 Non-verified Subscriber Information

Information that is not verified shall not be included in Certificates.
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3.2.5 Validation of Authority

For cross certification, the SBCA OA shall validate (1) an Issuer agent’s authorization to act in
the name of the Issuer and (2) the PAA approval for the Issuer to cross certify with the SBCA.
This cross certification shall be based on successful mapping of the Issuer CP with this CP.

Certificates that contain explicit or implicit Issuer affiliation shall be issued only after ascertaining
the applicant has the authorization to act on behalf of the Issuer in the asserted capacity.

3.2.6 Criteria for Interoperation
The Interoperating PKI shall adhere to the following requirements:

¢ Have a CP mapped to, and determined by the PAA to be in conformance with, the SAFE
CP;

e Operate a PKI that has undergone a successful compliance audit pursuant to Section 8
of this CP;

o Issue certificates compliant with the profiles described in this CP, and make certificate
status information available in accordance with this CP; and

e Provide a publicly accessible directory that interoperates with the SBCA repository

If the Interoperating PKI is a SAFE- BioPharma Issuer, it shall make its CRL (or archived CRL)
available within the SAFE- BioPharma community as nheeded either to support resolution of a
future SAFE- BioPharma dispute, or to support a future SAFE- BioPharma centralized OCSP
functionality.

3.3 Identification and Authentication for Re-key Requests

3.3.1 Identification and Authentication for Routine Re-key

The SBCA and Principal CAs shall identify themselves through use of their current Signing Key
or by using the initial identity-proofing process as described above. Identity shall be established
through the initial identity-proofing process at least once every three years.

Subscribers and CAs shall identify themselves through use of their current Signing Key or by
using the initial identity-proofing process described above. Identity shall be established through
the initial identity-proofing process at least once every nine years.

3.3.2 Identification and Authentication for Re-key after Revocation

If a Certificate is revoked, the Subscriber or Issuer shall go through the initial identity-proofing
process described in Section 3.2 to obtain a new certificate.

3.4 Identification and Authentication for Revocation Requests

Revocation requests shall be authenticated. Requests to revoke a Digital Certificate may be
authenticated using that Certificate's Public Key, regardless of whether or not the associated
Private Key is compromised.
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4.  Certificate life-cycle

4.1  Application
This section specifies requirements for initial application for certificate issuance.

An Issuer seeking to cross-certify with the SBCA shall complete the Issuer application process
specified by the PAA, and which will include submitting a copy of the Issuer’'s CP and CPS to
the PAA for review. If the Issuer's CP and/or CPS is in a format other than that specified in RFC
3647, the Issuer shall also supply a cross reference index between its CP and/or CPS format
and the format specified in RFC 3647. The PAA will review the information provided by the
Issuer and determine whether to approve the application. If approved, the PAA shall enter into
an Agreement with the Issuer (or amend an existing Agreement with that Issuer), and shall
authorize the SBCA OA to issue the cross certificate to the Issuer’s Principal CA.

Once the PAA approves issuance of an SBCA cross-certificate, the Issuer and the SBCA RA or
LRA shall perform the following steps:

. Establish and record CA information per Section 3.2.3,;
« Generate a Public/Private Key pair for each certificate required;

. Establish that the Public Key forms a functioning key pair with the Private Key held by
the CA (per Section 3.2.1); and

« Provide points of contact for verification of any agent roles or authorizations requested.

These steps may be performed in any order that is convenient for the RA/LRA and Issuer that
meets the requirements of this CP; but all must be completed prior to certificate issuance. All
communications among CA, RA, LRA, TA, and Subscribers supporting the certificate application
and issuance process shall be authenticated and protected from maodification using mechanisms
commensurate with the requirements of the data to be protected by the certificates being issued
(i.e., communications supporting the issuance of medium hardware assurance certificates shall
be protected using medium hardware assurance certificates, or some other mechanism of equal
or greater strength). Any electronic transmission of shared secrets shall be protected (e.g.,
encrypted) using means commensurate with the requirements of the data to be protected by the
certificates being issued.

SBCA shall issue end entity certificates to trusted roles where necessary for the SBCA internal
operations. SBCA shall not issue end entity certificates to anyone else or for any other purpose.

4.1.1 Submission of Certificate Application

For cross certification with the SBCA, an authorized representative of the Issuer shall submit the
application to the PAA.

For submission of certificate applications to an Issuer, the Issuer CP shall describe the
submission process for its CAs and Subscribers.
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4.1.2 Enrollment Process and Responsibilities

The process for enrollment of an Issuer Principal CA with the SBCA is specified in the SBCA
Technical Guidance for Cross Certification, available at <http://www.safe-biopharma.org>.
Issuers applying for cross certification shall be responsible for providing accurate information in
their applications for cross certification. Upon creation, each certificate issued by the SBCA
shall be manually checked to ensure each field and extension is properly populated with the
correct information before the certificate is delivered to the Issuer.

Issuers shall follow the same process as above to issue a certificate to the SBCA, i.e., check the
SBCA certificate manually for accuracy prior to its delivery and publication.

For enrollment with an Issuer, the Issuer CP shall describe the enroliment process for its CAs
and Subscribers.

4.2  Certificate Application Processing

It is the responsibility of the CA and RA to verify that the information in certificate applications is
accurate. Issuer CPs shall specify procedures to verify information in certificate applications.

4.2.1 Performing ldentity-proofing Functions

For the SBCA, the SBCA OA, in accordance with the requirements of Sections 3.2.2, 3.2.3,
3.2.5, and 3.2.6, shall perform the identity-proofing of Issuers or PAA-approved Subscribers.

For Issuer CAs, the identity-proofing of subordinate CAs and Subscribers shall meet the
requirements specified in their respective CPs. To allow cross certification, those requirements
shall also meet the provisions of this CP for Subscriber identity-proofing and authentication as
specified in Sections 3.2 and 3.3. The Issuer CP shall identify the components of the Issuer PKI
(e.g., RA, LRA, TA, etc.) that are responsible for proofing or authenticating the Subscriber’s
identity in each case.

4.2.2 Approval or Rejection of Certificate Applications
For the SBCA, the PAA may approve or reject a certificate application.

The Issuer CP shall identify the person or an organizational body that may accept or reject a
Certificate application.

4.2.3 Time to Process Certificate Applications

No stipulation.
4.3 Issuance

4.3.1 CA Actions During Certificate Issuance

A CA verifies the source of a certificate request before issuance. Certificates shall be checked
to ensure that all fields and extensions are properly populated. After generation, verification,
and acceptance, a CA shall post the certificate as set forth in its respective CP.

SAFE-BioPharma Certificate Policy Page 29 of 102
Version 2.5 SAFE- BioPharma ASSOCIATION CONFIDENTIAL Date: 10-Aug-10



Version 2.5

4.3.2 Notification to Subscriber of Certificate Issuance

For the SBCA, when issuing a certificate to an Issuer for cross certification, the SBCA OA shall
notify the Issuer upon issuance.

For an Issuer, its CA shall notify a Subscriber of Certificate issuance in accordance with the
Issuer's CP. When issuing a certificate to the SBCA for cross certification, the Issuer shall notify
the PAA and SBCA OA upon issuance.

4.4  Acceptance

4.4.1 Conduct Constituting Certificate Acceptance

Failure to object to the certificate or its contents shall constitute acceptance of the certificate.

4.4.2 Publication of the Certificate by the CA

As specified in Section 2.2, all CA certificates shall be published in a publicly accessible
repository.

This CP makes no stipulation regarding publication of Subscriber certificates.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities

For the SBCA, natification of CA certificate issuance shall be provided to all cross-certified
entities.

For all other CAs, the PAA shall be notified upon issuance of all CA certificates. The process
for notifying the PAA shall be included in the associated SAFE- BioPharma Issuer Agreement or
Memorandum Of Agreement (MOA).

4.5 Key Pair and Certificate Usage

4.5.1 Subscriber Private Key and Certificate Usage

Subscribers shall protect their Private Keys from access by any other party. Subscriber and CA
Private Keys shall be protected in accordance with the SAFE- BioPharma Standard
specifications. When employed for purposes covered under the SAFE- BioPharma operating
rules, Subscriber Private Keys shall be used in accordance with the SAFE- BioPharma Standard
specifications and functional process guidelines.

4.5.2 Relying Party Public Key and Certificate Usage

Certificates may specify restrictions on use through certificate extensions. Certificates shall
conform to the profiles provided in this CP. A CA shall issue information specifying the current
status of all unexpired certificates. Relying Parties must process and comply with this
information in accordance with their obligations as SAFE- BioPharma Members or contracted
parties of SAFE- BioPharma Members, whenever using Certificates in accordance with SAFE-
BioPharma operating rules.
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4.6 Certificate Renewal

Certificate renewal, which consists of issuing a new certificate with a new validity period and
serial number while retaining all other information in the original certificate including the Public
Key, is permitted. Short certificate validity period coupled with frequent renewal of certificates is
likely to reduce the size of CRLs.

After certificate renewal, the old certificate may or may not be revoked, but must not be further
re-keyed, renewed, or modified.

4.6.1 Circumstance for Certificate Renewal

A certificate may be renewed if the public key has not reached the end of its validity period, the
associated private key has not been compromised, and the Subscriber name and attributes are
unchanged. In addition, the validity period of the certificate must not exceed the remaining
lifetime of the Private Key, as specified in Section 6.3.2.

Certificates may also be renewed when a CA re-keys.

4.6.2 Who May Request Renewal
A CA may request renewal of its certificate.

For Subscribers, the Subscriber itself, Machine Operator for the Machine Subscriber (as
applicable), and LRAs/RAs may request renewal of Subscriber Certificates.

4.6.3 Processing Certificate Renewal Requests

For the SBCA, the PAA shall approve certificate renewal for reasons other than re-key of the
SBCA.

For an Issuer PKI, the issuing CA system or Issuer Agent shall approve certificate renewal.

In all cases, the certificate renewal identity-proofing shall be achieved using one of the following
processes:

e Initial registration process as described in Section 3.2; or

¢ Identification & Authentication for Re-key as described in Section 3.3, except the old key
can also be used as the new key.

4.6.4 Notification of New Certificate issuance to Subscriber
See Section 4.3.2.

4.6.5 Conduct Constituting Acceptance of a Renewed Certificate
See Section 4.4.1

4.6.6 Publication of the Renewal Certificate by the CA
See Section 4.4.2.
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4.6.7 Notification of Certificate Issuance by the CA to Other Entities

The SBCA OA shall inform the PAA of any certificate issuance to an Issuer CA or PAA-
designated Subscriber.

4.7  Certificate Re-Key

Re-keying a certificate consists of creating new certificates with a different public key (and serial
number) while retaining the remaining contents of the old certificate that describe the subject.
The new certificate may be assigned a different validity period, key identifiers, specify a different
CRL distribution point, and/or be signed with a different key.

After certificate rekey, the old certificate may or may not be revoked, but must not be further re-
keyed, renewed, or modified.

4.7.1 Circumstance for Certificate Re-key

A CA may issue a new certificate to the Subject when the Subject has generated a new key pair
and is entitled to a certificate. For Issuer Principal CA certificates, this requires that a valid
Agreement exists between the PAA and the Issuer, and the term of the Agreement is beyond
the expiry period for the new certificate. For all others, the Subject is entitled to a certificate in
accordance with the Issuer CP.

4.7.2 Who May Request Certification of a New Public Key
A CA may request re-key of its certificate.

For Subscribers, the End-User Subscriber, Machine Operator for the Machine Subscriber (as
applicable), and LRAs/RAs may request re-key of Subscriber Certificates.

4.7.3 Processing Certificate Re-keying Requests

A certificate re-key identity-proofing shall be achieved using one of the following processes:
e Initial registration process as described in Section 3.2; or
¢ Identity-proofing for Re-key as described in Section 3.3.

For cross certificates issued to and by the SBCA, the validity period shall not extend beyond
the period of the applicable Issuer Agreement or MOA.

4.7.4 Notification of New Certificate Issuance to Subscriber
See Section 4.3.2.

4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate
See Section 4.4.1.

4.7.6 Publication of the Re-keyed Certificate by the CA
See Section 4.4.2.
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4.7.7 Notification of Certificate Issuance by the CA to Other Entities

The SBCA OA shall inform the PAA of any certificate issuance to an Issuer CA or PAA-
designated Subscriber.

The Issuer CP shall describe how trust anchor re-key information is provided securely to the
Subscribers of the Issuer PKI and is made available securely to Relying Parties.

4.8 Certificate Modification

Modifying a certificate means creating a new certificate that has the same or a different subject
Public Key and a different serial number, and the new certificate differs in one or more other
fields related to the subject (e.g., Subject e-mail address in the subject alternative name field),
from the old certificate. The old certificate shall not be further re-keyed, renewed, or updated.
The old certificate shall be revoked if the Subscriber no longer holds one or more of any
authorizations explicitly stated in the old certificate.

The RA or other designated agent (as set forth previously) shall verify the new updated
information in the certificate. For example, if an individual's name changes (e.g., due to
marriage), then proof of the name change shall be validated by an LRA/RA or TA. The agent
shall securely notify the CA and confirm the validation result prior to the issuance of the
certificate.

4.8.1 Circumstance for Certificate Modification

A CA may issue a new certificate to the Subject when some of the Subject information has
changed, e.g., name change due to change in marital status, change in subject attributes, etc.,
and the Subject continues to be entitled to a certificate. For Principal CA certificates, a valid
and unexpired Agreement must exist between the PAA and the Issuer, and the term of the
Agreement must be beyond the expiry period of the certificate being sought. For all others, the
Subject is entitled to a certificate in accordance with the Issuer CP.

4.8.2 Who May Request Certificate Modification
A CA may request issuance of a modified certificate.

For Subscribers, the End-User Subscriber, Machine Operator for the Machine Subscriber (as
applicable), and LRAs/RAs may request issuance of modified certificates.

4.8.3 Processing Certificate Modification Requests

A certificate modification request identity-proofing shall be achieved using one of the following
processes:

¢ Initial identity-proofing process as described in Section 3.2; or

¢ Identity-proofing for Re-key as described in Section 3.3, except the old key can be used
as the new key also. In addition, the validation of subject changed subject information
shall be in accordance with the initial identity-proofing process as described in Section
3.2.

4.8.4 Notification of New Certificate Issuance to Subscriber
See Section 4.3.2.
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4.8.5 Conduct Constituting Acceptance of Modified Certificate
See Section 4.4.1.

4.8.6 Publication of the Modified Certificate by the CA
See Section 4.4.2.

4.8.7 Notification of Certificate Issuance by the CA to Other Entities

The SBCA OA shall inform the PAA any time it issues a certificate, and shall only undertake
certificate issuance when directed to do so by the PAA.

The Issuer CP shall describe how trust anchor re-key information is provided securely to the
Subscribers of the Issuer PKI and is made available securely to Relying Parties.

4.9 Revocation & Suspension

4.9.1 Circumstance for Revocation of a Certificate

A certificate shall be revoked when the binding between the Subject and the Subject’s Public
Key defined within a Certificate is no longer considered valid. Examples of circumstances that
invalidate the binding include, but are not limited to:

¢ Identifying information or affiliation components of any names in the certificate become
invalid;

e Subject can be shown to have violated the stipulations of its respective Subscriber,
Issuer or Member Agreement, or the stipulations of this CP;

e Private Key is compromised or is suspected of compromise;

e The PAA, CA, or SAFE-BioPharma suspects or determines that revocation of a
certificate is in the best interest of the integrity of the SAFE- BioPharma PKI;

o Certification of the Subject is no longer in the interest of the Issuer; or
e Subscriber or other authorized agent (as defined in the Issuer CPS) asks for his/her
certificate to be revoked.

Whenever any of the above circumstances occur, the associated certificate shall be revoked
and placed on a CRL. Revoked certificates shall be included on all new publications of the
certificate status information until the certificates expire. Revoked certificates shall appear on at
least one CRL.

4.9.2 Who Can Request Revocation of a Certificate
The PAA, or the SBCA can request the revocation of the certificate issued by the SBCA.

For a certificate issued by the SBCA to an Issuer Principal CA, an authenticated request for
certificate revocation can come from a previously designated agent of the Issuer responsible for
the Principal CA. Such agent or agents shall be identified in the current SAFE- BioPharma
Issuer Agreement as authorized to make such a request.

Only the PAA can direct the revocation of an SBCA certificate.
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A subscriber can request revocation of its own certificate.

The Subscriber Certificate issued by an Issuer CA can be revoked as set forth in the Issuer’s
CP.

A SAFE- BioPharma Member or Issuer can request the revocation of a specific Subscriber
Certificate, but the Issuer that issued the Certificate shall process such requests. If such a
request cannot be resolved consistent with the Issuer’s CP, the request is subject to the SAFE-
BioPharma dispute resolution process.

4.9.3 Procedure for Revocation Request

A request to revoke a certificate shall identify the certificate to be revoked, explain the reason
for revocation, and allow the request to be authenticated (e.g., digitally or manually signed). The
CA or RA shall authenticate the request as well as the authorization of the requester per Section
4.9.2.

If an RA performs this function on behalf of the CA, the RA shall send a message to the CA
requesting revocation of the certificate. The RA shall digitally or manually sign the message.
The message shall be in a format known to the CA.

Upon receipt of a revocation request from an Issuer Principal CA asking that a certificate issued
by the SBCA be revoked, the SBCA OA shall authenticate the request and apprise the PAA,
and then take whatever action the PAA directs. Separate from the publication of the revocation
information, prompt oral or electronic notification of a Principal CA revocation shall be given by
the SBCA OA to previously designated agents in all organizations having a Principal CA to
which the SBCA has issued a cross-certificate.

A Subscriber ceasing its relationship with an Issuer PKI that sponsored the Certificate shall be
required, prior to departure, to surrender to the agents specified in the Issuer CP (through any
accountable mechanism) all cryptographic hardware tokens that were issued to the Subscriber
by the Issuer PKI. The token shall be zeroized or destroyed promptly upon surrender and shall
be protected from malicious use between surrender and zeroization or destruction. If the
hardware tokens cannot be obtained from the Subscriber, then all Subscribers’ certificates
associated with the un-retrieved tokens shall be immediately revoked, expressing reason code
“key compromise.”

4.9.4 Revocation Request Grace Period

There is no revocation grace period. Authorized parties, including subscribers are required to
request the revocation of a certificate immediately after the need for revocation comes to their
attention.

4.9.5 Time within which CA must Process the Revocation Request

The SBCA OA shall: (a) apprise the PAA promptly when it receives a certificate revocation
request from an Issuer Principal CA; and (b) revoke a certificate within one hour of receiving the
direction to revoke from the PAA.

A CA shall process a certificate revocation request within eighteen (18) hours of the receipt of
the request.
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4.9.6 Revocation Checking Requirements for Relying Parties

Relying Parties are required to comply with the SAFE- BioPharma requirements for signature
validation, which prescribe how certificate status information is to be obtained and used.

4.9.7 CRL Issuance Frequency

The SBCA shall publish a CRL no less frequently than once every 31 days.

The Issuer Principal CAs shall publish CRLs no less frequently than once every 31 days if the
Principal CA only issues certificates to other CAs and the Principal CA is operated in an offline
manner, and no less than once every 24 hours otherwise. If the CRL is issued every 31 days,
such CAs must meet the requirements specified below for issuing Emergency CRLs. Such CAs
shall also notify the SBCA Operational Authority upon Emergency CRL issuance. This
requirement shall be included in the Issuer Agreement or MOA between SAFE-BioPharma and
the Entity.

Other CAs shall publish CRLs at a frequency of no less than once every 24 hours.

In the case of CA compromise or Key compromise, all CAs shall be able to issue emergency
CRL within 18 hours of notification.

4.9.8 Maximum Latency of CRLs

The maximum delay between the time that a SAFE- BioPharma Subscriber’s certificate is
revoked by a CA and the time that this revocation information is available to SAFE- BioPharma
Relying Parties shall be no greater than 24 hours. A SAFE- BioPharma Member is free to
impose a requirement for a maximum delay that is less than 24 hours upon its Issuer as part of
its Member-Issuer Agreement based on the Member’s assessment of the acceptable liability risk
associated with this delay value relative to its business operations. CRLs shall be published
within 4 hours of generation.

4.9.9 Online Revocation Checking Availability

The SBCA is required to operate an OCSP Responder covering the certificates it issues. The
SBCA directory shall contain and publish a list of all OCSP Responders operated by Issuer PKls
cross-certified with the SBCA.

4.9.10 Online Revocation Checking Requirements

The SAFE- BioPharma standards require the use of OCSP to obtain certificate status information
for any certificates in a trust chain when validating digital signatures made pursuant to the
SAFE- BioPharma standards. The timeliness of certificate status information supplied by the
OCSP Responder shall be as specified in Section 4.9.8 of this CP. OCSP requests and
responses shall comply with the profiles specified later in this CP.

4.9.11 Other Forms of Revocation Advertisements Available

Any alternate forms used to disseminate revocation information shall be implemented in a
manner consistent with the security and latency requirements for the implementation of CRLs
and on-line revocation and status checking. The alternative method(s) shall be described in the
CA